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ABSTRACT

A knowledge~based computer system, with its foundation
in Artificial Intelligence, would be a valuable asset to the

military +actical ccmmander. Current systeas are slow,

Ty

| large, expensive, inflexible and therefore, impractical for
use in the tac*ical environament. 4 detailed design of a

prctotype small-computer-tased systeam is presented which

. prccesses and interprets intelligence and tactical

infermation *to assist tactical commanders in making

decisions. The systenm, TAC*, for "Tactical Adaptable 1
Consultant," incorporates a database, a knowledge base,
their associated management systeas, and a distributed
interface. Emphasis is placed on the representation and
prccessing of two types of informaticn: data about the real

world; and kaowladge about what that data means.
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I. I opu N

A. TINTRODUCTION 1

1. Pogusg
; ; Although computers are being used for zany {
F | applications in the military, tﬁe area of tactical decision- %l
' support is of <the most «critical iamportance. This area g

cosbines tha many aspects of typical business decision-

sugport with an urgency which is only found in the practice
N of war. The Tactical Ccmmander must select a course of

action which will result in ¢the attainment of certain goals

(2.9. the destructicn of enemy forces or the survival of

one's own forces).

It is the potential for the lcss of many human lives

and, aore iaportantly, the consequences of failure in the
k! political-military effort which makes this problem so
critical. Because of its crucial nature, tactical decision- H

sugport is the area where we will focus our design.

2. The Problea

Simply stated, the rroblem is to precvide the

tactical conmmander with decisicn-support which is responsive

¢ his needs under all circumstances. We will adopt an




feel will be different

apprcach to this problem which we

frcm current systeas, and which represents an alternative

that will prove heneficial. The difference is in the way we -

will approach the rfprobleas, ani in the way in which we
contrcl <+he solution <to the problea. We Dbelieve our
approach will result 1in a more flexible, extendable, and
adartable systen.

Current systenms, @.9d. the World wide Military
Coamand and Ccrtrol System (WWMCCS) and the Naval Tactical
Data System (NTDS), approach the prcbiem from the top down.
The theory is that if conflicts can be managed at the task
force, division, or theater level, then the conflicts will
be concluded successfully.

The coamplexity of such systems is staggering, «#ich
tens ¢f computers linked «closely together and coammunicating
¥ith far-flung units using radio-frequency bands. We will
apgproach from the opposite direction, vith the belief that
w2ll-controlled regiments produce well-controllied divisions,
and controlled divisicns result in centrolled armies. Our
emphasis 1is on providing support to the 1lowest level of

~actical commander, whether he is a ship «captain or an

armored company commander. o




Only recently has this need to provide low level
sugpor* in tactical decisicn-making been recognized in the
military, and many units still have no capability of ¢his
kinrd. Attaining *this capability will be a major gcal of our
de2sign, and <this will Le evident in the size and speed
considerations for the propcsed sclution.

Additionally, we feel that current systems do not
taka advantage of the full capakilities of computer systeas,
and do not use intelligence in the comaputational
manipulation of informaticnm. We want to do wmore than
display the information in a way which promotes decision-
naking: we want to bring <the formidable abilities of the
machine +“o bear on the ipmportant tasks of anaiysis and
respconse. One approach to accomplish <his is the
inccrporation of artificial intelligence into the tacrical
dacision-support system (TDSS). Although most systems use
intelligence, <+the explicit use of artificial intelligence
+achniques has not Leen executed. We will  use artificial
intelligence (AI) in our sc¢luticn.

A very critical, gerhags the most critical,
shcotcoming of current systems is the difficulty encountered
in adapting the TDSS to changing environments. In the

practice of war, tactics and weapons technology can change

1"




S0 quickly that successive battles between forces are quite
different. A TDSS, to be truly responsive to the needs of
the +*actical coammander, must be able to adapt to these
changes rapidly. Current systems require the development
and distribution of new tactics in the form of software
packages to adapt to the changing eavironment. Our proposal
is to treat changes +to these tactics, and the resultant
changses in software flow-cf-control, as information which
the TDSS manages, just the same as if it wvere data about the
situation. This will, we believe, produce graceful systenm
adaptation in the face of rapidly changing tactics.

Our design is presented at the uppermost logical
lavel, vhere most of the actual implementation will be
transparent to th2 reader. Thus, we will not delve into the
+hecry of AI nor into tha+t of database management systems,
although both are important to the overall design. We will
instead concentrate on those areas which are differeat from
current solutions, and therefore less familiar to the
reader. At this level, <+the capability for intelligent and
adaptable decision-support will, hopefully, be evident.

Finally, wve vill gake no claims as to the final
performance of such a system, although we aay at times speak

as though such a system exists. It does not exist, and any

T R -y et e, SR e s PRTIPT e,




claims of either laudable or deplorable performance are
matters of speculaticn.
B. APPROACH TO THE SOLUTION
1. tio te e isjo
a. Intelligence

For our purposes, we will coansider intelligence
t0 be <the ability to <consider [rrobleas and process
information to achieve some goal or group of goals, using
knewn resources [Ref 1: p.806]. Thus, intelligence is the
accumulation and analysis cf information, and the
consideration of that information 4in making decisions.
Simply put, intelligence is the use of informatien in
prcblem solving. [Ref 2].

b. Data

The information which the human gathers using
the senses we classify as "data." The purpose of data is to
represent <the real worlgd, or the environment, t0 the
intelligent agent. Por humans, the images produced by the
2yes, ears, nose, and the senses of touch and taste are the
world wich which they deal. The representation of the world

in this way is the central contributicn to comprehension.
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Concepts which can not be represented in this manner are
more difficult to understand (e.g. relativity theory and
quantum physics).

¢. Knowledge

To this data humans apply rules, These rules
allcw them to use the data in decision-making. Like data,
the rules ace information, but different in nature. They
are obtained not merely by sense, but by learning.
Exgerience, belief, interpolation, and extrapolation are all
used by human intelligence to validate rules.

These rules we classify as "knowledge." It is
data about data and it 1is used to understand what data
regresents and how to manipulate and analyze data to achieve
scge end (goal).

d. The Intelligent Process

The human intelligent process is the gathering
of sensory data, combined with its perception. Perception
begins with the formaticn of a representation, called a
percapt, from the raw data. The resulting percept may be
matched to a representaticn already in amemory, sometimes
called a concept. Recognition takes place when a match
occurs, and when a match is not made, the percept is not

raccgnized. Knowledge is used in the foramation and

14




manipulaction of percepts and concepts [Ref 3: pp. 55-56].
Thersfore, the human uses two types of information, data and
kncwledge, and the intelligent fprocess is impossitla without
both.
¢. Human versus Machine

Although <computers and humans are obviously
different in nature, the human @ind and the central
prccessing unit (CPO) of the computer are similar in many
vays. A brief example might suffice. A human job foresman
is given the task of alloc;ting his resources to meet sonme
pre-defined objective. He has constraints placed upon hia

frcm various sources: all jobs assigned must ke accomplished

within a certain time-frawe; he has - a known lLiait <o -

available personnel; he is expected to get maximum use of
his assigned personnel; and job turnaround time is expected
to be minimized.

These constraints represent some of the rules
under which the foreman operates. The data he uses are the
joks assigned, Jjob requirements, and so on. Using this
information, <*“he foreman schedules the work and monitors
prcgress.

We contend that the foreman's task is one which

reguires intelligence. The analogy to the computer £ollows

15
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directly from this contention. Since the job scheduler is
an important part of any operating system which supports
multiprogramming, such operating systems are intelligent.

Although the human and the @wmachine systea
display intelligence in scme ccmmon areas, it is apparent
that the methods are quite different. Humans display a
prcperty which, for lack cf a more technical understanding,
is called “insight." The ability to focus on the
fundamentals of an object promotes efficient storage of
representations and rapid access to those representations.
Insight, we feel, is a peculiarly human characteristic,
which we will not attempt to precisely define.

Some methods fcr approximating insight, 'such as
the wuse of dense indexes and heuristics, have proven
successful. These methods are appropriate because computers
perform simple operations rapidly. If a complex operation
is well-understood and can be decomposed into a series of
smallser operations, the coamputer can accomplish the
operation vary efficiently. Less well-understocd problems
take much longer and are less efficient.

It is also helpful, in the coamputer system, to
differantiate axplicitly Letween data and knowledge. The

line drawn Vbetween *he levels of information is arbitrary

16
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and arquable, but computers need this explicit distinction
tc operate 2fficiently. It should be noted that humans need
not make such explicit categorizatiorns and <the distinction
varies depending upon the problem being considered.

Implementation ¢f cur design will make use of
vartificial insight" in the use of dense indexes especially,
as well as other methods. Although this will result in
increas2d4 storage (space) requirements, the time saved is
considered vworth the additiocnal space.

£f. The Decision Process

We believe that the process of decision-making
adheres to a few fundamental principles. Pirst, information
is gathered and added to the store of information already
oahand. Wpredecisions" are made during this phase, such as
what action to take when inconsistent information is
encountered. These predecisions are judgements which are
made +o reduce the ambiguity of the situation represeanted by
the information. Predecision uses knowledge about
iaformation limitations, in ensuring tha+t information
conforas *o those 1limits. Both data and knowledge may be
accumulated during this phase.

Next, <*he collected information is apalyzed to

arrive at ai accura*te summary, cr perception, of the

17
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situation. This analysis consists of the consideration of
various aspects of <he situvation, and usually involves a
computation tc arrive at a summary representation.

Then, the decision Erocess compares the
resources used by the various solutions considered during
analysis, and compares the results of each of the solutions.
Bach result will have some relative value to the decision-
maker. A good, rational decision would be one in which the
resource expenditure and the goal achieveaent were
ortimized.

The whole process can thus be decomposed into
three phases: acquisition of information; analysis; and
decision. The outcome of the process depends on the
successful execution of all thrze phases.

2. e ctica nvircnment
Por our application area, that of tactical decision-

making, our chosen scenaric is as follows:

A U.S. naval vessel is at sea during a period of
escalating international temnsion. Information concerniag
potentially hostile vessels and aircraft is availalble to the
ship's Tactical Action Officer (TAO) from various sources:

in+elligence sources, his own ship's sensors, etc. The TAO

is faced with the task of identifying, by type and threat, a

18




host of potentially hostile contacts. All available
’ infermation must be used t¢c the greatest extent possikle to

maximize the chance of survival in the event that

hostilities break out.

< Several assumptions are made concerning the nature

of the tactical si+uations which we forsee:

e Peacetime Lehavior amay bear 1little or no
resepblence to behavior during the various phases of an
ascalating crisis.

e EBlectronic warfare will be used to deny
hostile forces the use ¢f sensorsy/communications and to
ensure friendly forces use cf the same.

e Long~range strikes will include combinations

of platforms with varicus 1levels c¢f inteliigent control

(crtuise aissiles, tactical ballistic aissiles, manned
aircraft).

o Rules ¢f engagement (ROE) will change rapidly
during escalation phases of a crisis, probably using

coabinations of predetarmined rules.

W#e should emrhasize <that our choice of scenario is
pureiy arbitrary. A land-based wmissile battery or a
squadron of bombers would face similar situations and

cizcumstancaes. The probles is c¢f a generic nature.
19
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Mathods of attack are fast, with little or no
warning, and they are deadly, with a single hit powerful 4
encugh to destroy or disable mcst modern units. Two factors

will be most critical in the struggle to survive in a

hostile 2nvironment: mobility and flexibility. We should

have learned from the "“great" wars of history that no amount

! of firepower will offset a weakness in either of these twc
areas. The tactical environment is predominantly one of
répidly changing circumstances which affect the various

f decisions of the coammander. On an individual basis, each

tactical commander's goal is to win the first battle of the

n2xt warc. Situational wuncertainty will severely hamper
achieving *his gcal.

Sub-sonic, ground-skimming cruise missiles or super-

4 sonic, high-altitude pissiles, both equipped with

conventional warheads, will probably present the worst

threat. In either case, assuaing current technology, the
tise from initial detection of the amissile to impact will be g‘
aprroximately seven (7) ainutes. Thus, the tactical
commander will have a limited amocunt of time to process a

large amount of information and wmake critical decisions

regarding his unit*'s survival. The commander's nmost

effective use of all of his available resources is largely

TR T D s § SR e e,



derendent upon his overall knowledge of the curreat
situation. The need for accurate and up-to-date
intelligence information is magnified when one considers the
scenario dascribed above. We opust provide the coamander
this information <to0 assist him in making <the correct
dzcisions concerning mobility, flexibility, and survival.
i 3. equirement Ada bjljt
At this point it must be re-emphasized that ¢the
tactical environment is one of rapidly changing
l circuastances. Military forces in fpeacetime train to fight i
the <type of warfare which is expected in the next war.
Historically, predictions cf future conflicts have been poor
{at least those by the military leadership- entrusted with
doctrinal training).
J The frui+lessness of some predictions can be

gathered from the fact that most of the standing armies of

Burope (and the 1U.S.) had combat cavalry units at the

outbreak of Wworld War I, althcugh the principal warfare of

that era turned out to be trench warfare, At the beginning 1
of World war II, the concensus amoag the Allies was that
battleships and <the Maginct Line wvould be the predominant

factors; of course, aircraft carriers and blitzkrieg quickly

anded that thougat. We could gc¢ on, discussing the

21
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surprises of Vietnam or the Six Day War, but the lesson is
already clear: dcn't become entrenched in <the tactics
practiced in peacetime.

What is expected in peace may have little
resesblence to what happens in war. Secrets are kept which
are designed to produce uncertainty, tiarowing the enery off-
balance 1long enough <to exploit his weaknesses. The
inability to adapt to meet unpredictable threats quickly
encugh is the most fatal flaw a wsilitary coamander may
posess., Conversaly, the ability to adapt and take advantage
of new circumstances has long been the hallmark of great
military genius. It is this adaptability which we feel is
lacking in current ccmmand-and-control ‘systems, and which we

have included in our system as a salient design feature.

22




II. GENERAL SYSTEM DESCRIPTION

A. PREPFACE

This chapter consists ¢f three separate sections. The
first section provides a general description of the major
components and characteristics of a typical knowledge-based
COomgputer systenm. This 4is intended to acquairt the reader
with the basic concepts underlying our decisica-support
systeun, TAC*, Then, #hat we feel is a practical and
understandable example is given. This example should
prcvide the reader with a basic understapnding of <the
operation of an intelligent, adaptable-system. - Fimally, the -
basic syst2m configuration and operation of our design is
presented.
B. GENERAL

There are many possible variations for a knowledge-based
decision-support system, but they all consist of three basic
components in one form or another. Such a systema may be
thcught of as being a composition of a database, some sort

of control mechanisa, and a set of rules [Ref 4: p. 4].

The database (DB) is nmerely a repository for all of the

current data about the environment. I+ is a collection of
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all known facts. As ¢gne vculd™ surmise, a dynaaic

* DB is continually being

anvircnment implies <that the
updated. Additional infornaticn: mcre recent information,
and entirely new information are the three types of data
that .are stored in <the DB. The following exaample
inccrpdrates the three types of\info:nation.

Information concerning the retail price of an
autcmobile may be s+tored in the DB. As information about
sales volume becomes availakle, the 4inclusion of this data
into the DB would constitute additiopal information. If,
due to inflaticn; the retail price for the automobile is
ipcreased by, say $200.00, this new price would represent
mcre recent information. When an entirely =cew model of
automobile is introduced ocn the market, such information
would be classified as new information. The DE does not

analyze any type of informaticn, but merely stores it,

The rules may be thought of as being a disjocint set of
conditions which have unique respcnses associated with each.
In prcgramming, this is analagous to a series of “IF...THEN"
statements. It is through these rules that an understanding
of the data stored in the DB is achieved. Like the data in
“he DB, these rules may also undergec change based upon the

environment. Three types of change are possible: addition,
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deletion, and revision of rules. New rules may need to be
added when a changing environment creates a situation that
is not currently covered by the existing set pf rules. When
+he environment changes, some rules wmay no longer be
applicable. Rather than occupying space in the systemn,
these rules should be deleted. Also, different
circumstances may trigger a need to revise an 2xisting rula.
We will call the repository for system knowledge about the
environment a knowledge base (KB). The combination of a
dynamic DB and a dynamic KB work 1in concert to provide a
consistent view of the real world for the system user.

The responsibili+y for insuring that necessary changes
are made lies with the control mechanism. All inputs to *he
systen first pass thrcugh the controller where a
differentiation is made between pure data and rule changes.
Data is sent to the DB while rule changes go to the KB. It
might be <coavenient to think ¢f the controller as an
interface between the LB and the KB because it is in this
colgonent where applicatle rules are applied tOo the
ccrresponding data, changes <“> both the uB and KB are
initiated, and appropriate +.tion (or acn-action) is
determined. Thus, +the <controller is <the heart of <the

kncwledge-based decision-sugport systea.
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The preceding secticn has given a very basic overview of
a kncwledge-based decision-support systea, describing the
three majcr components. Although such a system is much acre
complex than this suammary indicates, especially when cne
considers the possible system variations, an attempt vas
nade to lay the foundation £for understanding <the detailed
explanation of our protétype system, TAC*, which follows in
Chapter III.
C. PRACTICAL EXANPLE

As an example of the operation of an intelligent and
adaptable systea, we will consider a professional football
t2aa. This example is understandable for most fpeople and
alsc has a direct amalecgy to the operation of our de<ision-
Support systenm. In the tactical environment, ke ove_ rll
goal is to win <the battle. Similarly, on the footbail
field, the goal is to win the ganme.

1. Resources

Because the +otal number of players a team may have

is strictly ccentrolled, there is a definite 1liaitation to
“he coach's available resources. Hovever, the athlatic
potential, or capabilities, of all players is not coantrolled
ncr are these capabilities identical. Therefore, the

overall quality of a teap's resources will vary £from one
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professional organization to ancther. The ccach nmust
a“tempt <o win each game based upon these number and quality
ceons*raints.
2. Game Prepagation

Football teams practice in preparation for actual
games. Th2 overall game strateqgy and specific plays are
developed based upon what is expected to occur during the
ganse, Thus, a certain amcunt of prediction is necessary in
preparation for the game. The coaches are trying to predict

(into the future) *<hose plays that the opposition will «ry.

Before each game, the opposing team's strengths and
veaknesses are studied. Data about the other team's
tendencies is accumulated and analyzed, thus giving the
coaching staff scme Kkrcwledge about the opponent.
Eventually, the coaching staff arrives at conclusions as to
what the other team is likely to do in specific situations
+hrcughout the ganme. (Since each <+team has different
strengths and weaknesses, these conclusions will change froa
game %o game.) The conclusions are then written dcwn in the
form of plays that the team will use during the gaame. This
sequence of plays is called a fgame plan."™ 1In essence, the
plays are the rules that the team will follow thrcughout the

contest. There iz ancther type <¢f rule which the tean
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follows in both the preparaticn for and the actual play of
the game. These are the rules cf the leagque. For example,
each team may only have eleven players on the field during
+he execution of a play, an offensive player may not block a
defensive player below the waist, etc. Both types of rules
are combined and determine the flow of action during the
game. Incidentally, those league rules are enforced by the
referees in an actual gaae. Generally speaking, the
referees ovarsee all acticn cn the field. When a team's
action or formation conflicts with the league rules, <the
referees assess a penalty against the offending teas and,
thus, resolve the conflict.

In summary, *then, at the opening kickoff, each tean
has accumulated data about the cther team and each has bheen
able to gain some knowledge about the other based upon the
analysis of the data.

3. Rlaving The Game

At the outset of the game, a team vwants to follow
the overall strategy as defined in its game plan. Por
example, in a particular situation, +he plan may call for
+he quarterback to throv a short pass to the tight end ten
yards from the line of scrimsage and near the sideline.

However, the coaching staff rcalizes that their opponents
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may try to win the game by making changes to their own plays
during the course of the ganme, These changes may render a
particular play ineffective. Fcr exaszple, the opposing tean
may decide to have twc defenders play against the tight end,
instead of one, and the sideline pass aentioned above may
not be able to bea completed with the new defensive coverage.
Therefore, the <coaching staff will have several personnel
positioned high above <the field to detect any such changes
in the defensive coverage and suggest alternate plays to
call which will be effective against the new defenmse, A
gocd choice might be a play run earlier which was successful
against the opposition's present defense. This wculd entail
prcjecting back in time to..find the successful_play. . This
grcup of people auwonitors the acticn on the field, but
becomes the controller of the action whea changes occur. Iz
essence, the group determines when the game plamn is no
longer effective and tries ¢to adapt to new situations by
changing the rules that their team will follow during the
remainder of the gaae. Further, their recommended changes
must be made as guickly as possible to preclude the opposing
team from dominating the action and ultimately winning the

gase.
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4. 3Jummary

A successful professional football team wmay be
characterized as being an intelligent organization which
utilizes data *o derive kncwledge about its opponents and an
organization which is capabla of changing the rules under
which i+ operates when the situation changes. The catalyst
which insures that the team is rapidly adaptable is the
grcup of contrcllers positioned akove the action on the
field. While this group selects a particular play that will
hopefully be successful, <the quarterback makes the final
decision as to which play 1is actually to be rum. For
example, if the group tells the quarterback to run play "x%,
and when the team deploys at the line of scriamage, an
unexpected defensive alignment may be applied by the
oprosing teanm. So, the gquarterback will change the play to
be run by calling ; special set of numbers at the 1line of
scrimmage which signify play "y."

The next section should reflect a remarkable
similarity between the operaticn of a professional football
team and the operation c¢f our tactical decisicn-support

system.
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D. TAC*: BASIC DESCRIPTION

Essentially, TAC* is an intelligent ccocmputer systen
which wutilizes current information about the real worlgd,
stcred in its dycaasic "infobase®, to understand changes
which occur in the real world. Besides the routine changes
which occur due to the passing c¢f time or the aovement of
units, a change may also signal a "™conflict” between data
items and knowledge rules, A conflict is an inconsistency
requiring a decision by some agent which results in a
consistent database. A conflict may be classified into one
of three areas:

1. Those that occur due to technological or
infcrmational limitations; e.g. Two known ships pass within
"x" pmeters of each cther, Both ships are being tracked,
bowever there exists an area whberein it becomes impossible
tc diffaerentiate between these ships. This resolution
limitation of our current technology poses obvious probleas
in determining which ship 1is sailing what course as both
enmerge from the ambiguous area.

2. Those that require Fcrward Prediction; e.g.
Intelligence sources are tracking a flight of kncwn hostile
planes wvhen, suddenly, the flight disappears. It is

imperative that we be able to project forward in time giving
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the ultimate <target, or at least the heading, for this
flight of hostile planes.

3. Those that require Backward Prediction; e.g.
Intelligence sources report a troop tuild-up of known size
has occurad during the past 24 hours in Eastern Europe. de
must ascertain whether <the force is mechanized c¢r armored,
which other units wmight ke in support, etc. Backward
Prediction allows us %o project rtackvard in time <¢to a
varified, real-vorld situation in order to ultimately
identify the uni® in gquestion. Time, distance, overall
logistics capabilities, available means of movement, etc.
must be considered.

As can be seen from the abpove exaaplses, TAC* should
prcve +*o be an 4invaluable tool in both tactical and
strategic planning, with specific applications for all
branches of the military ssrvices.

The three major components of TAC*® are <the controller
(CCN), the database management subsystem (DBMS), and the
kncuwledge base management subsystea (KBHUS). The controller
may be ~hought c¢f as a "yorld watcher" with tae
responsibility of taking ccntrcl cf the systeam wvhen a
conflict arises or information changes are needed. Direct

interaction with *he database manager (DBM) insures that the
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results of all updates to the dataktase are known by the

controllar, thus insuring that all conflicts are detected.
Corresponding to the database is a kncwledgs base which, in
essence, is a set of rules that the database must abide by:
i.e. an armored brigade cannot move 1000 miles in a six hour
period, or an aircraft carrier is nct capable of making a
180 degree turn within a 200 meter space. Such restrictioans
might be termed "data ccnstraiants.®

This brief overview of TAC* should be adequate <to
proceed on a common level apnd, hopefully, will enable us to
understand the detailed system description which follows.

Then we will be able ¢t¢ focus ocur attaention on specific

sclutions to specific probleas.
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IIXI. DETAILE CHE

A. BREAL-WORLD REPRESENTATION

The purpose of TAC¥* is to analyze the real-world ang,
based on rules provided to the systeama, ¢to advise <the
decision-maker on a course of action. To do this, TAC* must
be able to understand the real-world. The real-world is
regresented to TAC* by the database (DB). A DB is a series
of records which contain information about objects and their
relationships with cther oktjects.

A record iz a structured collection of data, each
sutstructure of which is called a "field." These fields
regresent abstract properties of an object, called
"attributes.” Each attribute has an asscciated value. The
fields of a record contain values for the attributes of the
object which is represented by that record.

1. Areas of Interest

The example we have chcsen is of a naval vessel on
the open sea (i.2a. nc land mass). The area surrounding that
vessel is its "area of interest" (AOI). An AOI represents a
section of the real world. Position within an ACI will be

rerresented using a coordinate systea. Notice that <the
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definition of AOI depends upon the roint of view (tactical
resgonsibility) of +he user command. For the Jcint Chiefs
of Staff, the entire globe may o< their AOI. However, for a
single small unit, +the AOY will generally corresgond to the
area in which the unit is operating. The size cf the ar=a
will depend on the capability ¢f the unit and the limits of
the defense perimeter.
2. 3States

The conditicn of a system can be described in teras
of its M"state." State is <the term vwhich we shall use to
identify the condition of the TAC*® systesm, the real-world
situation represented in +the TAC* DB, and <the individual
object-records in that DB.

An object state will be that combination of record
fields which describes the status of the object. For most
objects, this will ccmprise <the position, identification,
and warfare status fields, Certain rules in the KB will
pertain to allowvable object transitions from one state to
ancther. Only transitions which cbey these rules will be
allcwed %o occur automatically. Transitions violating these
object transition rules may be held pending and made known
to the system operator. Only valid object state transitions

will be permitted.
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An area state value describes the evaluaticn of an
area of interest. Area states take on valuas vhich
rerresent a tactical view of the AOI. Ship types and
cagabilities, relative positioning and pclitical situations
all ccntribute +to the evaluaticn of an area state. Area
states are sumpmaries of all of the local (ckbject) states
within that area. A change to a logcal state may affect the
area state, but an area state cannot change without a change
to an object state.

Area state values are determined by object states,
They are computational and analytical summations of the set
of cbjects included in that area. The area state value is
determined follcwing each valid DB update. It is this area
state which the system uses to deteraine what action, if
any, to take.

The system state takes ¢n values which describe the
current system status. For example, the system may be
"idle" with no pending operations. Or it may be updating
+he DB, or analyzing the results of an update, or updating
+the KB.

We avoid the use of local and global states to avoid

ambiguity. Instead, ve will consider object states and area

states and their associated transiticns. Depending upon the
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sccpe of the system and the rules in the KB, an object in
one system may b2 an area (AOI) in another (smaller) systen.
In our example, ve deal with a single ship's system, and
therefore zthe objects are cther individual platforms and the
area is the ship's AOI.

B. DETAILED MODULE DESCRIETIONS

1. Interface
a. Input

our system is essentially symbiotic in nature,
relying upon raw informaticn frcm other sources to feed its
database, In order to do this reliably, an input subsystenm
with appropriate capabilities must be used.

The system is message oriented and designed to
operate with multiple dinputs apd with multiple priority
messages. Three major source classes for messages aust be
considered: system and operator dgenerated, intrinsic sensor
generated, and externally generated.

System and operator generated messages are the
easiest to handle, System messages occur only as a result
of some state change. When a new state value has as its
action a data or rule transaction, the sSysteam generates a
message which is fervarded to the input spcoler (via the

outgut spooler). Next, the operatct ray enter a nessage to




+he systen. Most KB changes, and some DB update/reguest
messages will be created in this wvay.

The next most impcrtant general source class is
intrinsic sensor. Sensing devices on the user platform will
have a message formatting translator to allow direct input

‘ to the input spool. These inputs from ship sensors (radar,
sonar, ESHM) will be multiplexed and quened according to
priority.

The final wmajor source class 1is externally

generated reports. The best examples of these are

———

intelligence reports, OFREE-3 messages, NTDS Link 11/14 type
intercommunication, and UNITREPs. 411 of this irformation
i originates outside +the ship and is received via radio
! receiving units. These radio messages must be
decrypted/translated and channelled to the infput spooler. A
separate processing system may te needed to do this in order

to insure rapid access to external data.
All of these sources meet at one destination:
“he Input Spooling Process (ISP). The purposes of the ISP

ares

e To collect, merge, and sort the inccming data

guickly.
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e To act as a3 tuffer during high volunme traffic
periods.
e To feed transactions one at a time intc the

Input Selector Switch.

The ISP may be c9nsidered t0o be a smart queuing
device. If i+t is expected that lafge amounts of data will
be incoming, the system may schedule the ISP nmore
frequently; more sensibly, the system design is amenable <c¢
some nmultiprocessing and the ISP could easily wuse a
dedicated processing unit.

b. Output

Like the Input Spooling Process, the Outpuat
Spcoling Process manages the flow of informatiom cutr of the
systen. Output destinaticas fall into feoeur ma jor
categcries: operator, system, intrinsic, and external.

Operatcr messages are advice or orders to the
operator. Tha result ¢f some 1rule invocations may be to
infcrm the decision-maker of a new level of readiness which
must be achieved. Or it pay nctify the operatcr <that an
invalid obje:t state transition was attempted, and aék for
instructions to complete the pending action.

System message outputs, as @mentioned above,

allcw the systea to feed back to itself. Some area states
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might require *his, or a change ia1 a KB itea affecting the
current state may produce this result. It should be
considered an infrequent action.

Correlation of two objects in the database may
result in intrinsic sensor acticn. The need for additional
or mcre detailed surveillance information could also cause
the system to send a message toc a sensor staticn. For
exapple, a report received on an unidentified subsurface
contact may neglect +to include a depth. TAC* may then
prcapt the sonar team for this infcrmation, or request a
change in aode to determine depth, or estimate it for thenm
based on current sea conditioas.

In cer+ain situations, it may be advantageous
for TAC* to generate messages and send them directly to the
Navy Telecommunications Systea for broadcast. Periodic
situation summaries or high-priority operational <reports
could be 2asily handled by TAC», enabling the tactical
coamander to concentrate on the situation at hand.
Naturally, this capability could be modified <o allow human
intervention and editing prior to transmission, and this
ability could be disabled during those periods of eaissicn

control vhen transmission is not desired.



As with input <the system will handle output
communications with spocling. An Output Sgooling Process
(OSP) would receive and fcrvard output messages to their
destinations. Multiple sgcoling by class would te used to
ensure quick response, One speclar would handle <the
operator interface, another the intrinsic semnscrs, and
ancther the external brocadcast channel. A separate spooler
is not needed for the system messages, as the ISP will spool
that class of message anywvay. The OSP Intrinsic Sensor
Spcel could also execute the demultiplexing process.

2. cont bsystem (CO
The Control Subsystem acts as the highest 1level of
control for the TAC* systen., Input to and ocutput from the
TAC® system arz through the modules cf the Control Subsystem

(CCN) . CON has two tasic functions:

e To decide the destination of an incoaing
massage.

e To decide the destination of ocutgoing actions.

CON has four components: the State Comparison Module
{SCM) , the Log Recorder (LCG), the Response Driver (DRIVER),
and the Input Selection Module (ISM). The functions of each

are described below.
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a. Input Selection Module (ISH)

The 1Input Selection Mcdule (IsM) is the
gatekeeper for the TAC* systea. Messages are received from
the Input Spooling Process and <the determination is made as
tc whether the message is a data transactiom (DTX) or a rule
transaction (RTX). DTX ¢traffic is routed to the DBMS
Subsystem via the DBMS Ingate. RTX traffic is routed to the
State Compariscn Module.

Selection in the ISM is accomplished by a simple
boclean (bit) check. A message is either a DTX or an RTX,
but nct both. A DTX message is placed in the DBMS Ingate,
which acts as a mailbox. RTX messages require different

handling, and are first checked by the State Comparison

Mcdule.
b. State Comparison Module (SCH)
The State Comparison Module (SCM) alsc perforas
selection, but this is more complicated than the ISH.

Pirst, the SCM compares the input state to the current area
s-ate of the system. Based upon this comparison, and the
kncwledge of where the input state originated, the SCHM
decides where to send the message.

If the input is from the ISM, and the states do

not match, the message is a rule change requiring no special

42

¢ T I % N Y v T A . Sy g PPy - th,‘



handling, and it is passedé to the KBMS for action. If the
ISY is the source and states are the same, the message is an
RTX affecting the current state, and is sent to the Respoase
P2tch module of the KBMS for immediate handling.

The input may ke £froam the DBMS. Specifically,
t+he Area-State Moniter will send its latest area state
susmary to the SCM. If states 40 not change, the message is
simply discarded. If states do change, however, the message
is passed to the Response-Fetch module for matching and
reaction, and the current state is updated.

Thus, the State Compariscn Module perforas guick
matching to enable rapid system response to new rules or new
data.

¢. Log Recorder (LOG)

Another functicn of the CON is to record the
effects and transactions on the systea. This inveclves both
object state transiticns and area state transitions.
Recording ¢his information allows for samooth recovery of the
systea from crash, from a cold start to a consistent,
accurate DB.

If properly used, the LCG can also check the
effectivenass of rule actions. Prograas could e written

wvhich would scan the Log Reccrd and compile statistical
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performance

figures on each rule,

thereby allowing the

pinpointingy of faulty assumptions and the correcticn of poor

performers.
cculd be very important,

rules prior to dis*ribution

Daring development and tuning of new KB's, this

possibly allowing the test of new

to operating forces.

d. Response Driver (DRIVER)

The Response Driver (DRIVER) is the heart of the

control sub-systen. While

for knowledge, the DRIVER
receives messages from the

the DBMS (Object Transition

converts *hem to inquiries,

the KBMS acts as the repository
isplements that knowledge. It
KBMS (Response Petch) and fronm
Validation or OTV) @aocdules and

advice, cor orders.

From the KBMS Response Fetch amodule, it gets the

result of rule-condition

reaction part of the rules stored in the system KB.

matching, vhich produces the

These

reactions i+ converts to device orders or advice to other

systeams.

ISE as a data transaction.

It may also +ell the OSP to send a message to the

These possible actions are the

prcgranmed responses to an area state summary.

The DRIVER may also

messages from the OTV module of the DBMS,

data transaction is being

between the DB and the object KB.

T e g —— e —— OGRS

get object crransition
signalling that a
held pending due toc a conflict

This promgt is passed to

4y

o g — e me e

et o s o ia e et ¢




T T TRATI I e AR oA W s A e

the user to allow him to choose the method of resolution, or
+he DEIVER may be programmed to mwmake the decision. The
chcices and the methodology o¢f the OTV will be discussed
later.

The DRIVER is +he connector to the ocutput for
“he entire systenm. It is this mcdule which permits TAC*® o
influence other systems and provide tactical advice.

The function of CON is to pass informatican +to and
frcm the KBMS/DBMS subsysteas, and tc provide the framework
arcund which TAC* executes. As with tne Input and Output
suksystemns, it 1is possible that 1large TAC* systems would
benefit from a dedicated CON processor which would be
tightly coupled to +he INPOT, ouTPRUT, DBEMS, and KBNS
prccesses. For small systems, this should not be needed.
Next we look at the Database Management Subsysteam (DBMS).

3. D sSe M esent ten

The next major segment of TAC* is the Database
Management Subsystem (DBMS). It consists of six majecr
modules which operate together to represent a real-world
situation in data records. The rparts of the DBMS allow the
representaticn to be created, to grow, to be changed, and <o

ke accessed.
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a. Ingate

The 1Ingate acts as tae ipterface between the
DBMS and <+the input cf the systen. Recall that the Input
Selection Module (ISM) of CON sends incoming data
«ransactions to the DBMS. These transactions are sent to
the KBMS via the KBNS Ingate.

The Ingate is a buffering and gueuing process
vhich allows <the DBMS and ISM ¢tc operate at different
speeds. Incoming transactions are queued and processed in
order. A pre-emptive queue may be used to ensure that the
mcst important updates get top priority. Thus, a high
precedence message would be expected to go to the top of the
gueue, while low precedence messages would go to the botton.
Alternatively, an ordering of four seperate queues could be
used. When the DB Management Mcdule (DBMM) is ready for the
naxt message, it gets the message from the Ingate.

b. Database Management Hodule (DBHN)

The Database Management Module (UBMN) acts to
interpret DB transactions and execute the required change
orders. Database Management System (DBMS) theory is well
kacwn, and we will not describe the DBMS operation in

detail.
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3 To update a record, the DBMM gets that record
from the DB. A lookup must be done in the DB Index, a data
s+ructure which is maintained by the DBMA. To promote fast
access, we envisiom a well-structured, dense index. This

will require more stcrage thaan that required ctherwise.

i Once the record is orought into main storage, a

quick check must be made to see if the pending transaction
! is the most recert transaction. If it is not, <the pending
transaction is entered into the archival portion of the
record and the record is put back into the DB. If a pending
transaction is more recent than the most recent already in
p | the current record, <+he ©pending tramnsaction replaces the
older transaction, and the older transaction is placed into n
the archival section. Prior to a "put", pending transaction
results are checked by the Object Transition Validation

Mcdule (see below).

Additions of new pbjects and deletion of ol4d i
records is also done by the T[CBMNM. These operations are
relatively simple as they cnly invoke the Index and the Pree
Record Queue, both of which reside in the DBMAM. It is
interesting to no*e that tc be efficient in storage, *he DB

Index and Pree Record Queue may theaselves be records in the
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DB, and only be brought into main storage when needed for
lcckup and management.

Many vays of indexing and structuring databases
exist, and we will make 20 attempt to explain all of thea
nor will we limit <the aprlicability of our systeam to one
specific «ype. We feel that the structure of our systea
permits independent (or nearly so) operation of the DBM and
KBM sub-systeas. These @managers are isolated from the
sechanisas by the message-handling modules of the systea.

c. The Database (DE)

The Database (LCB) is the collection of records
which represents the real-world to the coaputer. The D3
records contain information about objects in the world and
the relatioaships Petveen these ¢b jects. Data about each
object is divided into two major categories: current and
archival. The current section is itself a record. It
defines the current state ¢f a physical or abstract object
in the database. Examples of current data are: the last
kncwn position report, with asscciated effective time-stamp;
the generic type identification; and the warfare status.
Warfare status will der.ne the intrinsic capabilities of

that unit (weapons on board, damage sustained, etc.).
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The archival section is a =record of other
pertinent informatioen abcut an object. Past position
repcrts, non-tactical infcrmation, and other nen~priority
data will be retained in the archival section.

d. Object Transiticnm Validgtion Module

When an update is received for a srecific DB
object, <certain validity checks may be performed to ensure
that data received is consistent. The Object Transition
validation (OTV) Module dces this by conpa:ing the proposed
change to physical or behavioral rules which are recorded in
the knowledge base, A data transaction which conflicts with
a rule of the system will be identified and corrective
action may be taken.

For example, a data tramnsaction reports that
object "x" is now 100 nautical miles (nm) £from where it was
one hour earlier. Object "x" has been evaluated previously
as a destroyer-type ship. Now the data tramnsaction

cd icts with the maximum possible speed for surface ships

of <+his +ype,. which 1is 35 knots. Either the data
transaction is incorrect, the c¢ld report was incorrect, the
evaluation was in errecr, c¢r else the rule limiting surface
speeds is wromng. Such ccnflicts aust be considered when
designing a system with imperfect sensory data and imperfect

kncwledge.
49
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The OTV Nedule can handle such a conflict in
several ways. I+ may allcw the data transaction to be made
and note the existence of the conflict. This would be
called "data supremacy" because the information included in
¢he data transaction is presumed to be correct. Conversely,
*he OTV Module may reject the data trapnsaction, and merely
ncte that the transaction was atteampted, but not allowed.
This would be called "kncwledge supremacy" because <the
information included in the knowledge base is presumed to be
ccrrect.

Still another alternative would be tc hold the
transaction pending and infcram the coperator of the conflict.
The human could then make the decision as +to which
information item was incorrect, and direct the completion or
abcrtion of the <«ransacticn. Ancther possibility is a
hybrid version which considers the relative amount of error,
ané permits "small" conflicts ¢to be transacted. The
possibilities seem limitless, but all will depend upom the
sugremacy of data, the supremacy of knowledge, or +the
equality of data and knowledge. Under any circumstances,

each transaction will either be completed or aborted.
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@. Area State M¥onitor (STATE_MON)

So far, we have just considered the objects in
the database. Now we must look at the DB as a whole,
representing the state of the real wcrld as wmodelled by the
comguter. What we need froa the DB is a statement which
summarizes the conditions which exist in reality. The Area
State Monitor performs this task.

The Area State Monitor (STATE_MON) considers the
presence of physical objects in the database, and glso the
values of certain abstract DB objects. Por exampie, the
abstract DB object "Readiness_cCondition” will have a value
degendent upon the declared state of readiness as
prcaulgated by the National Command Authority (NCA) or local
area coamamanders. Numbers and types of hostile units and
friendly forces will also ke considered.

From this data, the STATE_MON extracts a value
which represents the state of ¢the area of interest (a0I).
This area state summary is what TAC* uses to determine wvhat
reaction is needed/recommended. The STATE_MON computes this
sussary and passes it to the Qutgate for forvarding to the
Log Recorder and State Comparison Module. The STATE_MON
uses data and knovledge to derive the summary va..e&

describing the ar2a state. It bas direct access to the KBNS
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Area Analvsis Rule Sutbase. These rules may be changed like
any o+ther item 1in the KE, resulting in adaptable data
analysis.

The STATE_MON 1is perhaps the most important of
the TAC* modules, because it perfcrms the actual analysis of
si¢uational data. A sub-kase of the KB will be accessed by
the STATE_MON, and rules directing the <computational
analysis of d4ata will e called and executed by the
STATE_MON.

In the football analogy, the functica of the
STATE_MON is performed by the group of controllers from high
abcve the field and by the gquarterback as he steps to the
line of scrimmage. Scanning +the field of play, he notes the
disposition of <the cffense and defense, looks for ‘kxey"
indications of defensive intentions, and draws a rapidqd
conclusion. For the (B, that conclysion is whether <o
execute the play called in the huddle, or to call a new play
at the 1line of scrimnage. Final r[rlay selection depends
almost entirely on the analysis by the QB, and he typically
has abou%t 10 seconds in which to make his decision.

. In TAC*, the STATE_MON acts 1like the QB in
analyziag force dispcsition, capabilities, and signs which

might indicate eneay inteantions. It does. this
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conputationally, by deriving a value for the Area State
Summary. The Summary is a group ¢f bits whose valua depends
upcn various aspects of the state,

Without actually defining a function for the
] STATE_MON, it may be hard to understand, but the analogy to
) the quar+terback 1is very accurate. Detailed operation is
dependent on the implementation, and the implementation of
the Area tate Monitor will be one of the nmost difficult
tasks in any TAC® izplementation.

f. Outgate

The Outgate is the module within the DBMS which

passes messages to the other parts of the systea. The

Outgate receives traffic from the DBMM and <the STATE_NON.
Frca “he DBMM, the Qutgate gets the tramsaction crder, and
frcm the STATE_MON, the Cutgate gets the Area State Sumaary.

The data <transaction and the resulting Area

State Summary are paired together at <the Outgate. The
resulting message is +then sent to the Log Recorder for
inclusion in the DB LOG Reccrd. The Area State Summary is
alsc sent from the Outgate to the State Comparison Module.
The DBMS as descriked above is straight-forward and
cculd be generalized <o any database systea. It ases

kncwladga %20 check for the validity of object tramnsitions,
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thus ensuring a valid DB a* the obkject level. Note that the
validation of object transiticns is considered sufficient
for the validation of area state transitions (this is stated
without formal proof). Other <than the above-noted special

functions of the DBMS, it works essentially as a classical

DENS.
4. nowledge a egt
The Knowledge Base Management Subsystem is the final
major segament of the TAC® Systen. The KBMS is the

r2gcsitory and manager for the knowledge that TAC* posessas

abcut the real world. Most of its functions are analogous

to those of a classic DBMS, but there are some differences.
a. Knovledge Base Management Nodule (KBHA)

The Knowledge Ease Management Module (KBMN) 1is
that part of the KBMS which performs the DBMS-like functions
of getting, wupdating, and putting records in the Knowledge
Base (KB). H¥essages containing updates/changes are received
by the KBMM from the State Coamrariscn Module in the Ccntrol
Suksysten.

The KBMM <takes <these ckange nmessages (Rule
Transactions) and isplements them on the KB. This involves
first getting the record containing the rule frca <the KB

file. Changes are then gade to the rule according to the

Su
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instructions of +he RTX message. A rule may ke deleted,
added, or its associated response altered. Once this is
acccnoplished, <*he record is placed (PUT) back into the KB
and a log wmessage 1is sent to the KB Log Reccrder for
temporary storage until the next KB dump.

b. Response Petch Module (RPH)

The Response Petch Module (RFN) of the KBMS is
used to get the appropriate Rule Response from the KB and
send it to the Response Driver in the CON Subsystem. The
input to +the RFM is either a rule transaction or an Area

tate Suamary message from the State Comparison Mcdule. If
the 1input is a rule transacticn, then the associated
Response is attached to the Rule. The Response is copied,
checked, and sent to the Response Driver.

The other ¢type of input is an Area State
Susmsary, and wvhen a summary is received, the RFM uses the
STATE value to directly access the required record. After
the record is read, the Response is sent to the Response
Driver. Accessing the Response should be fast and easy,
using a dense index in +he KB.

c. The Knowvledge Base (KB)
The key +to the capabkility and adaptability of

“he TAC* Systenm is the noticn ¢f a Knocwledge Base, where the
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relations and implications of wvhat the programmers have
"tauqht" TAC* about *the real world are stored. The Rules of
t+he KB are things which TAC* kncws Oor expects tc be true,
alcng with some consequent results.

To promote fast response and efficient use of
stcrage space, the KB is divided into at least four major
parts: the dense Index; the Object Rules; the Area Response
Rules; and the Area Analysis Rules.

The 1Index organizes the physical data into a
useful structure, acting as a dense index into the
relatively sparse Area Response Rule section, thereby
peraitting better use of storage. This 4is necessary to
prevent the need to search the KB to locate the required
recerd, or else to have a huge file section, uauch of which
wculd not b2 used (being empty or replicated data).

For example, if we used a 16-bit Area State
Suamary, the corresponding numker of different states would
be 65536 (64K), 2 to the 1é6th, too large for a small
computer, even with a hard disk mass storage, since a record
would be needed for cach state. Within the access functions
of the KBMM and the RFM, the Index is used to map the 16-bit
nusber to a much smaller number of records, with the mapping

being faster than an explicit search. The relation between
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Area State Summary values and Area Response Rules will be
mary-to-one, with relatively few Response Rules.

An Index for 64K Area States would require about
one Megabyte of storage for the Rule (key) list alone, with
scmnewhat less than that for the Response Record list. Since
hard disks are now availible with 5 to 20 Megabyte storage
caracity, this seens vell within the range of
micrccomputers. This would leave the bulk of mass storage
fcr the larger Respcnse records.

The Area Rule Response secticn c¢cf the KB
cortains the reactions of the system to a specific value of
the Area State. It 4is easy to stcre these reactions in
contiguous records of fixed length, vith some breakage
expected. Actions may be messages %o the operator,
advices/orders to remote stations, or data transactions which
feed back into the sys+enm, All actions are executed by the
system via the Response Driver and the Output Spooling
Prccess as described above.

The Area Analysis Rules are also included in the
KB. These rules may be considered to be analogous to
prccedures, in that they enable the State donitor to coampute
a State Summary value. The State Suammary value is an

integer wvhich 4is <the result of the operation of the
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STATE_MON, and it sufficiently describes the state of the
A0I. It is used by the KEMM +to index into the KB Response
Sub-base. The operation arnd use of these rules is described
in the section on the Area State Monitor, above.
The £final section of the KB is allocated to
Object Rules. Object Bules are used by the Cbject
Transition Vvalidation (OTV) Module of <the DBMS t¢ validate
state changes resulting frcms data tramsactions. The Object
Rules represent physical ccnstraints which limit the ability
to transform from one state tc¢ another (maximua/ainimum
speeds, depths, altitudes), as wvwell as known political
ccnstraints (e.g. units cf type "X" are not peramitted to
operate 1in this area). Depending wupon the amount of
expertise the systenm is designed to have, the Object Rule KB
may be quite large and require its own index and access
mechanisms. The KBMM can, however, manage changes ¢tc both
the Object Rules and the Area Rules quite easily.
This completes the detailed decription of <the TAC*
System at the <functional level of the aajor mcdules and
suksystenms. To futher understand the system it aight be

helpful *0 trace two transactions through the TAC®* process.
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C. PEIAMPLES OF SYSTEN OPEBRATION
. Data Tramsaction (RIX)

The Input Spocling Process (ISP) receives a message
frcm the ship's Commmunication Center as the result of an
Intelligence Report fro: the FPleet Intelligence Center. A
data transaction (DTX) is sent to the ISP which states that
a Soviet Navy AGI (intelligence gathering shifp) is operating
in your area. The DTX is queued in the ISP until the CON
Input Selector is not busy.

The Inpu« Selectcr Switch (ISN) receives the
transaction, sees that it is data, and sends it tc the DBMS
Ingate, where it is again gueued. When the DBMS signals to
the Ingate that it is ready for the next message, the DIX is
forwardead. The DBMS determines that the DTIX is an cbject
transaction, and it calls the Object Transition Vvalidator +o
ensure corractness of the change.

This particular transaction reflects a change in
position of the AGI c¢f about 50nm in 2 hours, for an average
speed of 25 knots. The 07TV medule, accessing the Object
Rules KB, knows that the paximum speed of an AGI is only 20
kacts. The OTV sends a message to the operator noting the
discrepancy between rules and data, but it is programmed for

data supremacy; thus the DTX is allowed. The tranmsaction is
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sant to the Outgate, where it is coupled with the Area Stace
Sussary.

The Area State Monitor (STATE_MON) determines that a
change in <the AGI's positicn changes the Area State. It
calculates the nev Area State Summary, and sends it to the
DBMS Outgate. At the Outgate the Area State Summary is sent
to the State Comparision Mcdule and the compined DTX/Area
State Suamary is sent to the Log Recorder.

The SCM compares the incoaming state with the o0ld one
and determines that a new state exists. The new state is
sent to the Response Fetch Module, where the correct
response is accessed and fcrvarded tc the Response Driver.
The Response Driver determines ¢that the destinatica- of the
response is the operator, and it sends the aessage to the
Qutput Spooling Process (0SP). The OSP sends the message to
the TAO, who reads it and notes that the recommended
response is to set a special Eaission Control posture to
restrict the amount of technical in%telligence availible to
the AGI. TAC* alsc advises the TAO to alert his own
TECHELINT collection team, and specific eaitters of interest
on the AGI are noted.

The reaction of TAC® to the DTX is now coapletad,

and the TAO has received scund advice. Note that TAC® alsc
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F varned the operator of possible inaccuracy in the data when
the 0TV did nct completely validate the transaction.

2. Bule Trapsactjon (RIX)

Shortly after the processing of the DIX above,

ancther message 1is received in the Coamunicaticns Center.
The Fleet Commander has crdered that all AGI's of a certain
| { class be closely investigated for new capabilities. The AGI
; in the AOI is one of this type.

Up to the Input Selector, the flow is the same, but
now the message is sent to the State Comparison Module
because it is a Rule Transaction (RTX). The ISM also sends

the RTX to the KBMS which guickly enters it into the KB. At

T TR Iw g

the SCH, it is determined that the nev Rule affects the

Lo .

current area state. The transaction is sent to the Response

Fetch Module for action.

The RPM accesses the Response pact of the

transaction, and formats it for output. It is then sent to

the Response Driver, which in turn sends it to the 0SP for
reporting o the operator (or the TAO). The TAO now is
aware chat a message has been received directing

intelligence gathering action against the AGI. Appropriate

steps are listed to put the ship on its nmaximum readiness

focting for the coaing task.
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TAC* again has reacted exactly as desired in

response to a change in kacwledge. The anility to quickly

r2act to the change is crucial, as failure to do sc aay have

fatal resul¢s in *he tactical environment.




2o e T e, W v 3 S e g,

IV, DESIGN ANALYSIS AND RECOMMENDAIIONS

A. PREFACE

When analyzing any design, it is important to comnsider
the original goal and determine how <closely one has coae to
achieving it. Our specific goal was to design, at the
conceptual level, a computerized decision-support systea to
assist tactical coamamanders in the decision-making process.
We feel that TAC* is such a design. However, with any new
system, both advantages and disadvantages are accrued, and
the TAC*® system is no exception. Therefore, this chapter is
an attempt to impartially consider both positive and
negative aspects of our design. Such areas as applicable
domain, modular design, real-time response, and systena
intelligence ares examined. ¥e will also discuss those
system extensions which, in our opinion, are feasible and
vould be relatively easy to implement. Due to continuing
prcgress in areas such as magnetic bubbie memory, 16-bit and
32-bit microccmputers, and systems of coaputers, we contend
that our ®"projections" of TAC*'s reliability should be
regarded as wmore “han mere sgeculation. We do accept as
fact, though, that the ultimate test of reliability lies in
the successful iamplementation of our design.
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B. ADVANTAGES OF TAC*

A TAC* prototype system can offer the lower-level unit
comamander an additional tocl for use in his decision-making
prccess. This system is appiicable to the tactical
environment and has the capability to intelligently process

t large amounts of data in real-time.
1. Applicable Domajp
TAC* is a knowledge~based decision-support system.
We believe that such a system is applicable to a specific
domain when the following criteria are nmet:
e There exists a large amount of ianformation
atcut the specific dcmain.

. Such informaticn is capable of being

deccmposed into <either data atout the domain or knowledge

. abcut the domain.

e The control system strateqgy is adaptable to

cosputer operation in "doamain real-time."

There is general agreement that the tactical

environment generates large asounts of dinformation €£rom

higher-level comaanders, from active and passive

AR

intelligence gathering sources, and fron changing

environmental conditions (tc name just a few).. Information

frca any of these origins may easily be represented as
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either pure data, which is stored in a database, or rules tc¢

which the data aust ccnform. Due to <the relatively smalil
nuaber of available options for a particular tactical
situation (current target, available weapons systems, etc),
the system control structure will be able t¢ operate
efficiently. Thus, a knowledge-tased decision-support
system is, theoretically, well suited for application in the
tactical environment. Isplementation and utilization will
be the basis for determining if such a system is
realistically applicable in a tactical situation.
2. tep Intelligence

A primary goal behind the development of TAC¥ was <o
davise a system capable of assisting the tactical unit
coamander in his decision-making process. As such, the
systenm first had to be intelligent. That is, it had to be
cagpable of storing large amounts of data, knowing what that
data meant, and how it could be used. System intelligence
had ¢o be intrinsic, rather than provided by the human
element. By correlating applicakle rules and data,
intelligenc2 has been designed into the systean. Processing
data, analyzing changes, and formulating alternative
solutions can be extremely time-consuming for the human, but

should be accomplished by TAC* in less tinme. The ultimace
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benefit gained will be to allow the coamander more time to
dsvecte to *hose *tactical considerationms which cannct be lef:

to the computer.

We believe that machines should not be considered as
replacements for humans, Rather, the effectiveness of
coabining human and machine intelligence should be
maximized. TAC* should allow the computer to perform those
furctions which arz time-ccnsuming and prome to human error,
while preserving the human factcr in areas of judgement and
experience. Such integrated intelligence @maximizes the
effectiveness and efficiency of the decision-making process.

we feel that the TAC® system is a logical
application of decision-sugport principles to the area of
tactics. While NTDS gathers information and presents it to
the human operator in a way that promotes analysis, TAC*
will do much more. TAC* will analyze the situation that the
data represents using infcrmation stored in its knowledge
base and racommend responses to the operator. TAC* will not
be a glorified information-handling system; it will be an
expert in the area of tactics and weapons eaployment in the

tactical environment.
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The obvious questicn is "Why not extend the present
system Tather than introducing a new one?" We contend that
NTCS canno* be 2xtended +to achieve the speed o1 learning
which our systea will cffer. This is because NTDS is a
static software package; <c¢nce a version is loaded, system
response is fixed  until an updated version is distributed.
On the other hand, TAC* shculd learn a completely new tactic
in a short period of time Ly simply updating its knowledge
base,

3. Distributed Svstesm

A fully distributed ccmputer system is one in which
+he hardware (HW), software (SW), and data are resident at
varicus local sites. It is, therefore, a "stand alone®
system which, if part of a network, comamunicates with othar
sites via messages. The characteristics of TAC* classify
the system in <this distriktuted category. One of the most
import-nt benefits derived <from this type of system is the
availability of a complete ccmputer system which cana be
dsvc*ted entirely to the nceds c¢f the local site. In our
tactical environment scenario, this means that <the local
commarder does not have to coapete with other coaaanders
{outside of his Area of Interast) for +the use cf the

ccoputer systen.
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Given <the alternative between a distrituted or a
centralized sys+ten, the former was chosen zfor TAC* even
thcugh traditional military control of subordirate units has
been extremely centralized. As specified in Chapter I, ue
believe that the independent operaticn of tactical uanits in
any future conflict will promote better control up, rather
+han down, the chain of command. This is not to say,
thcugh, that higher 1level strategic decisions will not be
forthcoming in the form of specific orders. Whether
tactical independence is recocgpnized and planned for by the
command structure or occurs, by necessity, after the fact is
immaterial. We believe that independent unit operation will
be wunavoidable and <the distributed system _uill be <the
principal factor responsibtle for survival in the tactical
enpvircnment.

Planning a systea which supports independent unit
operation provides the most flexibility to the tactical
compander. However, the tailoring of a stand-alone®" systeam
does not praclude its use in centralized coamand structures.
Rather than a limited applicability, TAC* should be equally

aprlicable in either centrally controlled or indeperdent,

isclated scenarios. Consider the fcllowing situation:
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A tightly controlled network of coamputers is
levised to command a tactical group in battle. In the first
niputes of hostile action, the Net Control Station is put
out of ac=ion by enemy fire and electronic jamming on the
digital data link is severe. Local tactical units, their
sophisticated centralized computer systems rendered useless
by the confusion, damage, and Jjamming, overwhelm the
conmanders with false and superfluous information. In the
next few minutes, +he enemy launches a major offensive

s*rike and severe losses to friendly forces are suffered.

Because such an occurence is possible, we designed a
system capable of either inderendent or grcup operations.
An Input/Output system based on message-passing was included
fcr efficiency and flexibility. TAC*® was conceived as a
modular system, with each mwmcdule or node performing a
specific function. A group of nodes, communicating by means
of messages, would ccnstitute cne ccmplete system called a
"cluster." Nodes will perform the fuacticns of 1Inpuc,
Output, Control, DB Manayement, and KB Management. Clusters
will be capable of inter-ccasmunicaticn by means of messages
passed between respective I/0 nodes, using any bus protocol
deemed appropriaie, thus forming a network ¢of clusters. de

believe this is this is the best way to achieve reliability

and modularity at the least cggt.




4. t Q uters

The design of TAC* has been highly modularized to
allcw for the flexibility of implementing it as a systea of
microcomputers, rather than using a large wmainfranme.
Instead of devoting a fixed amount of core memory for *he
DEMS, another fixed amount for security and protection, etc.
one small computer may be used for each major <function or
module. For example, the Area State Monitor could be
configured to have its own set of rules which it would use
to derive the Area State Summary. The rules would reside in
one microcomputer whcse sole responsibility would be to the
Area Stat2 Monitor. In essence, such a configuration could
be viewed as being a netwcrk within a network. The inner
netvork would be exclusively devoted to the tactical unit,
with the various unit's systems combining to form a "global"
nstwork. Shculd one of the machines in the inner network
malfunction, only a portion of the systeam's total capability
wculd be lost. Further, system maintainability and the
isclation 0f componen%t failures should be more simplified
than those associated with a large, centralized systen.
Addi+ionally, the use of a simple control structure with a
small amount of dintrinsic kanowledge should improve the

chances of a hardware deficiency being repairable by "plug
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and go" strategies. Since nearly all of the systea control
infcrmation is included in the KB, should any of the several

CPO's fail, replacing it should be straightforwvard and easy.

Note also that the mechanisma of the control
structure 1is simple and consistent. Adaptakility is
achieved by changing KB entries dynasically rather than by

i coaplex control structures. These siaple control mechanissa
instructions could be prcgrammed in ROM-type storage to
prevent accidental erasure froa any source.

( From the very beginning, wve wanted to design a

system small enough in price and size to afford its use at
the lcwest levels of command. This was another reason for
using the wmodular design. In our opinion, TAC* can bhe

implemented on a cluster ¢f single-board computers.

f— Alternatively, a single minicomputer might suffice for speed
and size hut would gain nothing from the wmessage-passing
independence of the nodes, which with SBC's iaplies "plug
and gc" repairs.

Th2 amount of required storage for the database and
kncwledge base is ancther ratter. A reasonatle estimate of

required storage \is, we feel, about 20-50 @megakytes.
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Obviously, semiconductor RAM wculd reduce access time, but

would increase sys*tem cost. A hard disk would bring the
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price down somewhat, but access time would suffer. Also,
the feasibility of the hard disk to the tactical environaent
is suspect as they are fairly susceptible to shocks. We
feel that magnetic bubble memory devices are, or soon will
be, dense, cheap, and fast enough to solve this problem. In
addition, it 1is non-volatile which would hasten recovery
frce crashas and faults.

The overall ccncept cf a f"system of computers"
shculd prove to be wmore conducive to the tactical
environment if, focr no cther reascn, than its portable
characteristics.

S. Real-Time Response

Much effort has beer devoted to develop a knowledge-
based computer system which responds in real-tiae. One of
“he better known systems to date is MYCIN (Stanford
University, 1977y {Ref S]], wvhich was develored as a
diagncstic and therapy consultant for bacterial infections
in the blood. Many of the basic concepts from MYCIN are
alsc evident in TAC*, however real-time response as defined
for the former was not adequate for our tactical systea.
The impact of this re-definition of real-time respoanse vas
the necessity to simplify the system control mechanism and

the various interfaces wihtout the loss: of systea
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capabilities. Certainly, recent advapnces in the speed of
nedium and small computers should prove to be extremely
helpful in a successful izplementation. But, more
importantly, it will be the proper combination of data
- structures, links, and the method of treating system rules
L in the same manner as data which will achieve tactical real-

i time system response for TACk,

We believe that this real-time response capability

is a most important characteristic of our systeam, for this

f alcne enables the TAC*® system to be a useful toecl for the
lovwer 1level commander. Similar "intelligent" computer
systems, like MYCIN, may te considered by some to be more

sophisticated and powerful <than our particular design.

However, it is just this sophistication and power, not to

merticn sheer size, that ®@akes such system's real-time

respcnse inappropriate for the tactical environment. TAC®
is intentionally designed without assigning alternative
prcbabilitiss (or certainty factors), an ipteractive query
capability, and other features used to "prove" tc the human

that the coamputer's recomamendation is the "rigat" answer.

In the tactical environment, we hold that the decision-maker

does not have the time to debate relative probabilities with

either another human or a machine. Thus, a tactical real-
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time response can ke achieved, but at the expense of
forfeiting a more sophisticated systen.

It should be noted, however, that an interactive
capability is recognized as bLeing an important feature.
Such a capability may easily be incorporated for use in
training situations. As the individual becomes proficient
with the systen, the logic followed by TAC* +to aake a
particular recommendation could be examined by the trainee.
The more recomaendations TAC® makes which the individual
agrees with, the wmore that individqual will "trust"™ the
systea's recommendations in a real-world tactical situation.

The capabilities of a TAC* systea can be compared to
other systeas like MYCIN, NIDS, or WWNCCS. WHe believe that
these systeams fall short in adaptability, and aore
specifically, adaptability in tactical real-time. The
adaptability of our design wvas the prime motivation for its
ccncertion, with all other considerations being secondary.
In this area, we feel that TAC* promises to be far better
than either NTDS or WWMCCS, which are not at all adaptable
in the sense we have defined.

6. Geperalized Copcept of IAC®
Many computer systems have been designed <for

specific problens. The result of such systeas is limited




application areas. While the original concept of TAC* vas
tc provide a tool for the tactical comma :r, the ultimate
d2siqn was conceived to be general in natu ‘e. Due to the
method of +¢reating data, rules, and changes to both
identically in our design, <+the basic systea may Le used in
any number of other application areas. Data and rules need
not be restricted to those r[pertaining to our tactical
environaent scenario. Whether the data and their
corresponding rulss apply to wvarfare planning, medicine,
autcactive production, inventory control, or air traffic
centrol makes no difference to our systeam. All types of
information are processed in the sam@ zinner. Such systenm
capability should prove <tc be an invaluable asset when one
considers diminishing operating ktudgets coatined with
increasing personnel costs.

Perhaps more than anything else, TAC* is a point of
origin from vwhich wmany cther systems can develop. We
contend that TAC* is a notion of how intelligent coamputer
systeas should be designed to achieve pmaxinmum systea
adaptability. Actual isplementations of TAC* will vary,
especially in the internal operations of the DBMS and the

KBES. We believe that the general concept of our design is

a significant and unigue characteristic of the systen. No
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system re-configuration is needed to implement <totally
different types of problem environameuts if the basic system
is properly isplemented. All one need do is to identify to
TAC* a new Database and new Knowledge Base which are
applicable to *he desired dcmain of interest.
C. DISADVANTAGEBS OF TAC®

The acceptance or non-acceptance of TAC* may be viewed
as being dependent upon two pajor factors: real and
perceived systeam disadvantages. Real disadvantages are more
easily isolated angd, hopefully, can be negated by systenm
modifications. However, perceived disadvantages are not
easily overcome. Human receptiveness will probakly be aore
crucial than %technical system limitatioms.

1. Human Receptivepess

Even thougk computer technology has been

incerporated into washing machines, watches, children's
toys, video games, etc. wmany pecple still view the computer
as a mysterious “black box." Very 1little resistence to
cecamputerization is evident so long as tae computer provides
entertainment or decreases the human workload. Hosever, the
slightest hint that computers might participate in the huaman

decision-making process results ip husan resistance.
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TAC*, being +«ypified as a knowledge-~based decision-
support system, will prcbakbly be regarded by many people as
a threat to the "ultimate" human characteristic: the ability
to reason. Such people will probably not reccgnize that
TAC* and similar intelligent computer systems are perely
attempting to simulate and augment the human decision-making
prccess. Regardlass of the purported sophistication of the
systes, and mwmore specifically the systea's software, the
computer only does that which the human has programmed it to
do. MYCIN is lad to a particular diagnosis based upon pre-
assigned certainty factors and current test results, both of
vhich are input to +*he system Ly qualified medical
personnel. Likewise, TAC® makes a "decision" or
recommendation based upon the curreat ansver to various
"WHAT...IF" questions. The list «c¢f possible answers are
pre-progranmmed into the systeam Ly humaas.

Such a simple and logical explapation may fall on
deaf ears, though, as most humans are irrational when they
feel threatened. Therefore some, and perhaps the majority,
of people may simply refuse to accept TAC* for what it

really is: another tool at amaa's disposal.




2. GComplexjty of Systgm

Because TAC* has been highly modularized, there will
necessarily be a significant amount of data exchanged
between modules. Even though much effort was devoted to the
sigplification of the modules and their interfaces, the
complexity of the tactical environment itself iaposes a
limitation upon system simplification., Although the tasks
of the individual aodules are guite simple, the resultant
overall design is more complex <than that which was
originally conceived.

Complexity has several disadvantages and TAC* will
nct be imaune to probleas. A complex design is aore
expensive in terms of both dollars and man-hours spent to
imglement and maintain, increases the possibility of systenm
"bugs", is mnore difficult for the average person ¢to
understand, and therefore, te accept, and normally
experiences a higher incidence of "software tampering® than
does a less complex design.

People tend to relate complexity to reliability.
Due +to the stakes involved in the tactical environsent,
system reliability is a nca-negctiable reguirement. The
percegtion of design ccmplexity amay also crteate the

percertion of an unreliable systea.

78




p———

3. Systep Control

Just as in the human decisior-making preocess, the
effectiveness of a computerized decision-support systea is
directly related to the quality of the information used to
make a particular decision. Therefore, some method of
system control must be enforced to insure that only
authorized rule changes are input, only reliable data
updates are made, and all wunauthorized access attempts are
depied and reported. Such protection and security
requirements are no%t easily accomplished, as evidenced by
the vast number of both civilian and wmilitary research
prcjects that are cn-going in these areas. Further, the
reliability of data seems tc imply that some type of formal
or informal mathematical probability must be used. Anything
shert of probability is mere speculatioa.

The result of making an error in the tactical
envircnment could be fatal to the single unit and could have
disastrous £fects on the national goals of the forces
invclved. Because it is feasikle to configure TAC* in such
a way that it <could actually ccntrol varinus wveapons
systems, some form of over-ride (or “fail-safe") aechanisa
pust be incorporated to prevent a potential catastrophe froa

cccuring. In its basic fcrm, TAC® is characterized as just
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ancther tool. But in ¢this advanced form, TAC® is both the
tcel and +the wielder of the tool (subject to human
sugervision). I€ i+t is nct properly used, unpredictable
acticn may result.

4 Total system control is mandatory, but may not be
feasible with current technolcgy <¢r human disregard for
caution.

D. RECOBHMENDATIONS

1. Imsplementatjon

? Implementation of the TAC* system should be deone as
a-cluster of 16- or 32-bit single~board computers, using
magnetic bubble memory as storage for the DB and KB. A
language suited to the message-passing environmert and which
is amenable to bit-checking operations should be used.

2. Extensions

An interactive gquery system (IQS) similar +to that

used by MYCIN might be useful (see previous discussion in
this chapter). Such a capability could be wused by the
“actical conmander or by a student ¢to extract frem <the
syéten the path o0f logic used in reaching a particular
decision., This information will be available in the form of

Log Recorder enctries. An IQS module could access the Log

file as i%s cwn database, with read-only protection, of




course. Because of the time ccnstraints of <the tactical

cosmander, this capability aight e 1limited tc training

-

purgoses. ///

Additionally, the log file could be read Lty an Error
Analysis Module which would detect, through comparison
between recommendations and actual events, which rules of
+he knowledge base were inconsistent with actual
occuyrrences. These rules could be f£lagged to the operator
for <correction, thus providing a valuable service in
maintaining the accuracy of the knowledge bhase.

A capability for the system to develop rules on its
own could also be included. Rule generation could be
accocmplished by rote learning or by the laws of irduction
and deduction. This might present a problem to the
tactician in that he would not know exactly what rules
explicitly exist in the knowledge Dbase, but TAC* cculd
identify these to the TAC as logical extensions to its
prcqgrammed rules.

Finally, TAC* could be extended to implement the
reccmmendations or the decisions which it makés. TAC* would
then te a decision-making system, rather than a decision-
Suprort systeam. Constraints could be placed on this

capability, such as positive control cr contrcl by negatior.
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If done, the capability of a TAC* platfcrm tc respond
guickly to all thr=2a*s wculd be greatiy enhanced.

3. ©Hagnipg

When a coaputer system <nters <the realm cf tactical

decision-making, it becomes "responsible” for many huaman
lives. This situation will not be borne any easier as
sitvations become more coaplaex. dhat is ©placed in <*the
kncwledge base cf a TAC* system must accurately reflect the
policy of the military and be approved by a competent
authority. Some method of testing or verifying <the
correctness of the system must be considered and used. This
must be accomplishad before TAC* assumes the role of
ccaputerized decision-maker.,
E. CONCLUSION

In the final analysis, ve kelieve +that we have
acccmplished that which we set ocut tc accomplish. The top-
level, conceptual design of a knowledge-based, intelligent
dacision-support system has been presented and thke bases of
our design have been made knowr. The proposed system, we
feal, «will be small, flexible, and adaptable. It is our
opinion that TAC* will prove helpful in the design of future

tactical command and control systeas.
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Continued @work is needed to refine the concept and to

teet its practicalisy by various implementation strategies.

However, the Dbasis for TAC* nust be kept foremost in any

attempt at implementaticn: intelligence and adaptability in

real-tinme.
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